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Sensor-Fault Detection, Isolation and
Accommodation for Natural-Gas Pipelines Under
Transient Flow

Khadija Shaheen
and Pierluigi Salvo Rossi

Abstract—The monitoring of natural gas pipelines is highly de-
pendent on the information provided by different types of sensors.
However, sensors are prone to faults, which results in performance
degradation and serious hazards such as leaks or explosions. To
prevent catastrophic failures and ensure the safe and efficient
operation of the pipelines, it is crucial to timely diagnose sensor
faults in natural gas pipelines. This paper investigates model-based
sensor fault diagnosis techniques in a natural-gas pipeline under
transient flow. A fusing architecture based on distributed data
fusion is used for implementing the sensor fault detection, isolation,
and accommodation (SFDIA) mechanism. The fusing architecture
consists of a set of local filters and an information mixer. The
local filters estimate the state variables in parallel, which are
subsequently transferred to the information mixer to evaluate the
sensor faults and compute fault-free state estimates. In this paper,
three different types of fusing filters, namely based on the ensemble
Kalman filter (EnKF), fusing unscented Kalman filter (UKF), and
fusing extended Kalman filter (EKF) are investigated for fault
diagnosis. Results demonstrate that all three filters can successfully
detect, isolate, and accommodate sensor faults.

Index Terms—Data fusion, ensemble Kalman filter, extended
Kalman filter, fault diagnosis, model-based technique, natural-
gas pipelines, sensor validation, transient flow, unscented Kalman
filter.

I. INTRODUCTION

ATURAL gas is extensively utilized in household and
Ncommercial settings, making safety requirements for
pipelines extremely relevant. Leakage monitoring techniques
play a vital part in safe system development and operation [1],
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and are also critical in various industrial scenarios [2]. Late or
missed detection of leakages may have dangerous consequences
such as explosions, therefore the development of efficient, ro-
bust, and reliable monitoring systems is crucial. Several monitor-
ing systems for urban gas pipelines have been recently deployed
to detect leaks in gas pipelines and underground areas [3],
[4]. However, most works have focused on leak detection in
steady-state flow [5], [6], [7], [8], while transient-flow modeling
that depicts the actual flow of fluids in pipelines has gained
attention only recently [9].

With the growth of smart cities and digital twins,' pipeline
monitoring systems are expected to be an integral part of these
frameworks, particularly for safety-critical applications [10].
Moreover, sensors play a crucial role in urban gas-pipeline mon-
itoring systems and ensure the effective functioning of digital
twins for urban pipelines, since their status directly impacts
the security and reliability of the overall system. Unfortunately,
sensors are susceptible to damage during their operation due to
harsh environmental conditions which include sludge, decaying
materials, and floodwater [11].

Sensor-fault detection, isolation and accommodation (SF-
DIA) has proven to be an effective and necessary technique
for handling sensor faults in safety-critical systems. The main
objectives of SFDIA are to notify users when faults have oc-
curred, identify their location and structure, and possibly re-
place the corrupted information such that the system can keep
operating. In general, most SFDIA techniques can be divided
into model-based methods and data-driven methods. In recent
years, data-driven fault-diagnosis methods have received interest
due to their versatility and large availability of data in some
applications [12], [13], [14], [15]. However, they are more
difficult to use in industrial scenarios because a large amount
of data might not be available (e.g. due to excessive required
costs). Differently, model-based techniques are not limited by
data availability and, given that the system model is sufficiently
accurate, they exhibit interesting scaling and generalization
properties. Additionally, they are easy to interpret, as they usu-
ally rely on physics-based information, thus better prepared for
explainability requirements.

'A digital twin is a digital representation of a physical system, equipped with
advanced analytics and driven by real-time sensor data.
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Model-based methods work by analyzing the residual
signal defined as the difference between the outputs of a com-
putational model and real-world measurements. Two differ-
ent architectures are usually considered in model-based fault
diagnosis for large-size distributed systems: centralized and
distributed. The centralized architecture offers high accuracy
but requires large computational costs which may limit real-
time implementation in the case of a large number of sen-
sors [16], [17]. In contrast, distributed architectures exploit data
fusion, i.e. they combine information from multiple sensors,
to improve decision-making and reduce the overall compu-
tational burden [18], [19], [20], [21], [22]. One of the most
effective model-based approaches exploits the Kalman filter
(KF) [23], and several generalizations were proposed to deal
with nonlinear systems, including the extended KF (EKF) [24],
the unscented KF (UKF) [25], the ensemble KF (EnKF) [26]
and the cubature KF (CKF) [27]. Also, various frameworks
for distributed implementations of the KF have been recently
investigated [28].

Distributed data-fusion architectures based on (variants of)
KF can also be exploited for fault diagnosis in large-size net-
worked systems. In [29], sensor fusion is utilized for fault
diagnosis of multi-channel estimation, however, faultisolation is
not taken into account and the system is not suitable for nonlinear
systems. Similarly, in [30] a fault-detection method specific for
micro-electro-mechanical systems is developed without isola-
tion capabilities. Other works (e.g. [31], [32], and [33]) focus
on multi-sensor data fusion for detecting both hardware and
software faults. These approaches employ a redundancy-based
approach (duplication/comparison) for fault diagnosis, where
two sensors are used for estimating one parameter, still their
complexity increases considerably when dealing with multiple
faults. Centralized and distributed multi-sensor architectures
with data fusion based on adaptive EKFs for detecting both
sensor and process faults were discussed in [34]. The centralized
architecture (with a single filter combining all raw data from
different sensors) exhibits high estimation accuracy, but low
robustness against sensor faults. The distributed architecture
(with a bank of local filters; one per sensor) showed limited
capability in detecting multiple sensor faults and dealing with
severe non-linearity. In [35], a Wasserstein average consensus
classification-based fusion algorithm is proposed to address
the problem of faulty sensors. Local filters share information
with their neighbors and use clustering algorithms to identify
trusted and untrusted local estimates. However, this approach is
limited to linear systems with at least half of the sensors being
reliable. In [36], an approach for distributed secure linear state
estimation using reachability analysis and distributed diffusion
KF is discussed. Reachability analysis is used to monitor the
deviation of local estimation and provide secure information
sharing among nodes. A distributed sensor deception attack
and estimation for a class of platoon-based connected vehicles
is discussed in [37]. Local state information is extracted via
a distributed KF and residuals are processed via a modified
generalized likelihood ratio (GLR) algorithm that detects the
attacks. However, techniques in both [36] and [37] are designed
for linear systems only.
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A sensor-fusion scheme for nonlinear systems based on multi-
ple KFs, each tailored for a specific defect, was proposed in [38],
but showed significant limitations in terms of computational
cost. A sensor-fusion method based on UKF was proposed
for monitoring a gas turbine engine in [39]: four local filter
combinations were considered (given the sensors deployed on
the gas turbine), however, the method lacks generalization and
is unable to correctly isolate the defective sensor(s). A UKF-
based sensor-fusion system was also developed for microgrid
applications, where the number of local filters can be adapted to
deal with an arbitrary number of sensors, although the method
has not been tested in large-scale distributed systems [40].
Trade-offs between performance and scalability have been ana-
lyzed in [41], [42], [43] comparing distributed and centralized
architectures. The distributed nature along with a large number
of subsystems in natural-gas pipelines points towards distributed
fault-detection methods [44], [45], however, to the best of our
knowledge, a distributed framework exploiting a model-based
approach for SFDIA in pipelines does not exist.

In this paper, we propose a model-based SFDIA system for
natural-gas pipelines under transient flow exploiting a KF-based
sensor-fusion architecture. The system collects information
from different distributed sensors and processes it via several
local filters. The outputs from local filters are combined to
provide a robust SFDIA and improve decision-making in the
monitoring systems. Also, the computational burden of the
system is distributed over different local filters which can run in
parallel. Additionally, this study introduces SFDIA for a highly
nonlinear and intricate transient flow model described by partial
differential equations (PDEs). Traditionally, prevailing methods
have overlooked the challenges posed by utilizing large-scale
PDE systems. Furthermore, existing approaches rely on simplis-
tic models that fail to encompass the diverse range of large-scale
dynamics observed in real-world complex processes. In contrast,
our flow model incorporates highly nonlinear thermodynamic
properties and extensive spatio-temporal dynamics at a large
scale. Notably, there is currently no existing SFDIA tailored
for such models. To tackle these challenges, we propose a
sensor-fusion strategy for SFDIA using a transient flow model.
Moreover, we presented and evaluated our suggested architec-
ture with three different local filters (EnKF, UKF, EKF). Given
the highly nonlinear and large-scale nature of our system, the
fusing architecture employing EnKF and UKF has specifically
demonstrated high performance. Our work is based on [40],
where the fusing architecture with only UKF has been investi-
gated for micro-grid systems. In contrast, we investigated the
fusing architecture for a highly nonlinear and complex flow
model in the context of fault diagnosis. Table I contrasts the key
features of the proposed work with those of the closely related
works reviewed above. More specifically, the main contributions
of this work are listed below.

e A model-based SFDIA architecture, based on a distributed
FK approach, for natural-gas pipelines under transient flow
is proposed and discussed for the first time;

¢ A transient flow model is thoroughly discussed along with
its numerical solution with a focus on SFDIA application
(while commonly it is linked to leakage detection);
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TABLE I
COMPARISON OF THE EXISTING SENSOR FAULT DIAGNOSIS METHODS WITH OUR PROPOSED TECHNIQUE
Works Filter type Applications High- Non- Transient | Differential Weak Fault Fault
dimensional | linearity equation random | detection | accommodation
system faults
[34] EKF Stirred tank reactor X J} Low X ODE X v v
[31],[32] KF Navigation system X J Low X ODE X v v
[38] KF Navigation system X J} Low X ODE X v v
[39] EKF, UKF Gas turbine engine X J Low X ODE X v v
[40] UKF Micro grid X J} Low X ODE X v v
[46] Observer Hot strip mill X J Low v PDE X v X
Proposed | EnKF,UKFEnKF | Natural gas pipeline v 1 High v PDE v v v

e A generalized sensor-fusion strategy for SFDIA is pre-
sented with the performance assessment shown for three
types of local filters (EnKF, UKF, EKF);

® The effectiveness of the proposed architecture is assessed
using simulated nonlinear spatio-temporal data coupled
with synthetically-generated faults (we focus on two rel-
evant types of faults, namely bias faults and drift faults),
with results shown in terms of probability of detection,
probability of false alarm, and accuracy under different
scenarios.

The remainder of the paper is organized as follows. In
Section II, the transient flow model is presented in detail.
Section III discusses the sensor-fusion strategy for SFDIA based
on different types of local filters and Section IV explains the
data generation process. In Section V, numerical results are
compared and discussed to evaluate the performance of the
proposed SFDIA methods. Finally, Section VI provides some
concluding remarks and future directions.

Notation: Lower-case (resp. upper-case) bold letters denote
column vectors and matrices; (-)” denotes the transpose opera-
tor; (A); denotes the jth column of the matrix A.

II. TRANSIENT-FLOW MODEL
A. Partial Differential Equations

The mathematical model for natural gas in pipelines expe-
riencing transient flow can be characterized by a first-order
quasilinear non-homogeneous hyperbolic system of PDEs [8].
Applying the laws of conservation of mass, momentum, and
energy, the system of PDEs can be written as

ap 0
£, = = 1
ot T as ) =0 W

p& Os Os A

oh oh dp 8p q+ wv
<3t+”as> ot Vas T A4 ®)
where ¢ and s denote time and space variables and the quantities
p, p, v, w, A, h, g, 0 and g represent the pressure, density, veloc-
ity, frictional force per unit length of pipe, cross-sectional area,
specific enthalpy, gravitational acceleration, angle of inclination,
and heat flow into the pipe per unit length and time, respectively.
The spatio-temporal domain is defined as 2 = {(s,%) : 0 < s <
L0<t<t f}, where L is the pipeline length and ¢ ¢ is the time

span. Using the real gas equation of state p = zpRT' (where 2
is the gas compressibility factor, I? is the ideal gas constant, and
T is the temperature), the thermodynamic identity [47] is given

by
dp dp
dh — CdT+< (W) +1> : @)

where C), is the specific heat at constant pressure, (1) to (3)
can be rewritten with pressure, velocity, and temperature as
the dependent variables and are given in [48]. Further, it is
convenient to express the governing system of hyperbolic PDEs
in terms of pressure, flow, and temperature, which can be written
in compact form as

ox ox

o T AE) S+ (@) =0, )

where = [p, 11, T|T . For § = T, the coefficient matrix A(z) €
R3*3 is defined in (6) shown at the bottom of the next page and
the vector ¢(x) € R3*! is given as

_alas(Agp+RTrhwz) T

C(m)_ _alay(Agp+RTrhwz)
- A2TC,p A2C,p? ’
with a; = 1+ %(g’—;) and ap =1 — f(g—z)T. The isentropic

wave speed is defined as as = (JOp/ 8p)5 , where

2
@ = B 1_, az D 1+Z %
op J, P ap T pC’T z\0T ),

The frictional force per unit length w can be expressed as w =
% fpv|v|rd, where d is the diameter, and the friction factor f is
computed using the Colebrook—White equation [49]

1 o] € 2.51
N/ (3 7d " RevT )
where € is the roughness and Re is the Reynolds number. The
heat transfer between the natural gas and its surroundings per
unit length and time is given as ¢ = —7wdU (T — T), where T
is the ambient temperature and U is the overall heat transfer

coefficient. The thermodynamic and transport properties C), and
z are fitted to the values calculated by GERG-2004 [8], [50].
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B. Method of Lines

An effective method to solve transient models involving
PDEs is the method of lines [51], which is based on spatial
discretization. A 5-point, fourth-order finite difference method
is employed to spatially discretize the system of PDEs in (5) to
obtain a set of ordinary differential equations (ODEs). The error
of this approximation is O(As*). After this conversion, the state
vector x can be formulated as

ot (), TL(t), .. Ti(t), ..., T, (D)

and the system of ODEs can be expressed as

dx(t

W) _ A@)De(t) -~ Clat) 2 p(taln).  ®)
where ¢(x,t) € R3"*! is the assembled column vector of {(x)
and A(xz) € R33" is the assembled matrix. The computa-
tional matrix is defined as

25 48 -36 16 -3 0
-3 -10 18 -6 1 0
1 -8 0 8 -1 - 0
1
- 12AS N . . . . . N
o -~ 1 -8 0 8 -1
o -+ -1 6 -18 10 3
0 -~ 3 —16 36 -—48 25|

The fourth-order Runge-Kutta method (RK4) is utilized to solve
the system of ODEs in (8) due to its effectiveness and simplicity.
The discretized equations with fixed time step can be character-
ized as a state-space model and its solution (advanced in time
ti) can be expressed as

At

L1 :wk+F(k1+2k2+2k3+k4) ,
with
kl :Lp(wk;tk)a
At At
ko = kit =
2 ‘P(wk+2 17k+ 2)7
At At
ks =¢ (a:k + 7762,751@ + 2) ;

ky = @ (. + Atks, t, + At)

where @, = x(t) and t;, = k(At).

Eom ks B1, Pk
e (_Iﬂ
Sensor1 Yik L | Flt él.klkv Pl.k\k o
" —> ocal riiter 1 '—I 5
Q %
= X
go S
< Em ks BNy Pk g
£ | yna s
o lEE | E
Sensor N : o
, | Local Filter ¥ —] =
" Nklks PN K|k
— Uk -
Fig. 1. Data-fusion architecture.

Further, the Courant-Friedrichs-Lewy (CFL) [52] condition
should be satisfied to guarantee numerical stability, i.e.

At 1

As ~ V| +as ©)

III. SENSOR FUSION FOR FAULT DIAGNOSIS
A. System Architecture

We consider a data-fusion architecture for state estimation
based on the integration of several local filters and an informa-
tion mixture. The architecture offers appealing performance for
fault diagnosis and isolation while decentralizing the computa-
tional load from one master filter to numerous local filters. The
schematic diagram of the data-fusion architecture is shown in
Fig. 1. The architecture mainly operates with four stages: first,
the sensor measurements are grouped into various subsets of
measurements; second, all local filters simultaneously determine
the state vector estimate and covariance; third, the global state
estimate and covariance are evaluated in the information mixture
using the state estimates of the local filters; finally, the local
filters are updated with the global parameters.

The discrete-time process and measurement models for the
ith local filter can be expressed by the following equations

(10)
Y

where the nonlinear mappings f; (-, -) : R?» x R™ — R"= and
h;(-,-) : R x R™ — R™ represent the process and mea-
surement models at the ith local filter, respectively, y; , €
R™*1 is the filter output, v; ; € R™*! and n;; € R™*!
denote the process and measurement noises which are assumed
to be zero-mean Gaussian with covariance matrices Q; j €
R™=*"= and R; ), € R"v "™, respectively. Although the noise
in a data-fusion architecture is known to be correlated [53], we
will assume uncorrelated noise. We assume that the number of

Tigp = fi(Tip-1,Up-1)+Vik,

Yir = hi(x; g, ur) + 1y,

m(a2as—RT2) a? a?rag
- P A AT
A(:E) . a2a2C,m?—Ra2alasm?z  m(azCpa?—Rza2ai+RTC,z) a?aym?(a2Cp—Raiz) (6)
AC,p? AC,p ATCp,p
o RTagal aomz RTagalz R’rhz(ag(xfp—i-TCp)
AC,p? ACpp ACpp
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local filters is equal to the number of sensors, namely N. The
state vector x; , € R™= %1 is defined as

Li k= [pl(k)v .- 7pn(k)»m1(k)a ce
Ti(k), ..., T (k)T .

s (K),
12)

The input vector uy,_; € R™=*! is obtained using the initial and
boundary conditions and is defined as wj 1 = [uj,u/., "
Next we discuss the data-fusion architecture based on the process
and measurement models in (10) and (11).

B. Fusion Strategy for Fault-Free System

The four steps of the algorithm implementing the data-fusion
architecture are described below.

Step 1: The local state estimate Z; |0 and the local covariance
matrix P; oo € R"=*"= of all the local filters are initialized
depending on the specific use case.

Step 2: The time and measurement updates are performed
depending on the type of local filters. In this paper, we considered
three types of local filters: EKF, EnKF, and UKF. The local filters
are explicitly discussed in Sections III-C1, III-C2, and ITI-C3,
respectively.

Step 3: The global parameters, i.e. the global state estimate
Ik, the global state covariance matrix P,, ; and the global
process noise covariance matrix Q. j, are evaluated in the
information mixture using the local state estimate &; i, the
state covariance matrix P; ;. and the process noise covariance
matrix Q; k. as follows

-1 -1

N N
—1 —1

Qi E Qi s Pk = E :Pi,k\k )

i1 i=1

N
Tk = Pk ZP;i‘kai,k\k .
i=1
Step 4: The global estimates obtained in Step 3 are subse-
quently utilized to update all the local filters. The local state es-
timate &; j 1, the state covariance matrix P; ;;, and the process
noise covariance matrix @; ;, can be obtained from the global
parameters as follows

N
Qi,k: = 6'&'Qm,k ) Pi,k:\k = ﬁipm,k 5 Zﬁz =1 )

=1
L klk = Tm,k >

where (3; is an information distribution factor weighting the ith
local filter.

The detailed block diagram of the local filter and the infor-
mation mixture is shown in Fig. 2. Further, the estimates of each
local filter (time update and measurement update) are indepen-
dent of the estimates of other local filters. The architecture of
the local filters is discussed in the next subsection.

C. Local-Filter Structure

We describe the measurement and time updates for the three
considered types of local filters: EKF, EnKF, and UKF. They

Local Filter ith »

: Information
. es Pi klk Filter
Ui [ (2) Measurement | | ikl Tuklk
s ————— @ (3) Global State
Update N
s : and Covariance
. il Evaluation
ug (1) Time
Update : B, ks P,k
T f—1]k—1 B ket ifk+1> Pkt 1]k+1

Unit delay :

(4) Local Filter
Update

iy 1kl Pit1 x|k

Local Filter i+ 1th

Tip1 k41 k41 Pig1 ki 1]k41

Fig. 2.
mixture.

Data-fusion architecture depicting a single local filter and information

represent relevant KF-based techniques capable to handle non-
linear systems.

1) Extended Kalman Filter: The EKF is the most widely-
used Bayesian estimation technique for nonlinear systems. It is
based on the linearization of the nonlinear process and measure-
ment models around the most recent state estimate.

Using the first-order Taylor series expansion about the state
estimate &; j_1|x—1, the a priori state estimate and covariance
are evaluated as

i pik—1 = Fi(@i p—1jk—1,Uk-1) ,
T
Piwr1=FixPipap1Fip+Qix,

while the predicted mean and covariance of y; j and the cross-
covariance between x; ;, and y; ;, are evaluated as

Yi k-1 = Pi(@ipp—1,ur)

y _ T
P o1 = HirPigp—1 Hij + Rie
oy T
Pk = Pikp—1Hiy

where F'; j, and H; ;, are the Jacobian matrices of the nonlinear
functions f;(-,-) and h;(-,-), respectively defined in (10) and
(11), computed as

ofi Oh;
H,) =
ox ’ *T o

L k—1|k-1

F; =

T klk-1

Using the above expressions, the a posteriori state estimate
and the Kalman gain are

Zi gk = Tigh—1 T Kik(Yik — Ui gr—1) » (13)
1
K= P?c,gl}c\k—l(P?,k\k—l) : (14)

Also, the covariance is given as
Piyw=I—-K; H;)P; 1 -

The time update and the measurement update of the EKF are
summarized as follows.
Time Update:

i‘i,k|k—1 = fi(ii,kfl\kflv Uk71)7

T
Piyp1=FixPip 1p1F; p+Qik,
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Ui k-1 = Pi(@ike—1, uk) -
Measurement Update:

1

Kip=P 1 H (Hi Py H  + Rig)

Zipe = Tiph—1 + KikWik — Yigpo-1) »
Piyw=I-K; H;i)P; 1.

2) Ensemble Kalman Filter: The EnKF is a Monte Carlo
approximation of the KF, which is particularly useful for state
estimation in high-dimensional nonlinear systems. This statisti-
cal method maintains an ensemble representing the conditional
distribution of a random state vector given the measurement
set. The state estimate is generated from the sample mean and
covariance of the ensemble.

Let us consider an ensemble of samples, {m e 1lk—10 1<

j < N.}, drawn from p(xz;p-1|Y;r-1), where Yiko1 =
{¥i1,Yi2,.-.,Yik—1}and N, is the ensemble size, to approx-
imately represent the considered PDF. Similarly, an ensemble
of samples {'v(J ) 1< j < N}, drawn from the Gaussian dis-

tribution N(O, Qz &), represents the process noise v; . Then,
the apriori ensemble {zc(jlz‘k 1,1 <j < N.}, for the ith local
i.k—1), can be expressed as

( J
f%( lez 1]k 17“1(5)1) +v£7>

The sample mean and covariance of the above ensemble are
computed as

filter representing p(

6
T; Jk|k—1

N.

. ~(4)

L klk—1 = Z T klk—1 >
¢ j=
1 xr T T

Pipk-1 = 57— Eikk- (Ei,k\k—l) ;

. - 1 . N.
being Ek\k1*[(£k)\k17 Zijk-1) - (Ek\1217

Z; j/k—1)]- Analogously, an ensemble of samples {yl k-1 1<

j < N.}, which represents p(y; |Y; x—1), can be expressed as

-~ () ) (4) (4)

Yy k1 = P (“" elk—1 Wk )+nzk’

where {n(J ) 1< j < N} is generated using the Gaussian
distribution N (0,R; 1) to represent the measurement noise.
The sample mean and covariance of the above ensemble are
computed as

N.

- - (5)

Yiklk—1 = Z z]k\k—l )

J
Y 1 Yy Yy T

Pk = N, — 1Ei,k\k—1 (Ei,k\k—1) ’

bein EY _ [(A(l) o ) (A(Ne) _
g iklk—1 — WY k-1 Yiklk—1) - \Y g1

U, k|k—1)]- Further, the cross-covariance between z; 1 and y;
given Y; 1 can be defined as
P

1 x
iklk—1 — N, — 1Ei,k\k*1 (E?,k\kfl)
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Using the latest measurement y; ;,, each member (:c Kl 1) of
the a priori ensemble can be updated accordmg t0 the (13)

and (14). The a posteriori ensemble {:c el 1<j < N.}can
be considered an approximate representation of p(z; x|Y; ),
thus the updated estimate of the mean and covariance can be
computed as

1 Qe

Liklk = F
e =1

1 T T T
1 E7 i (Ei,k|k) )

zk\k’ Zk‘k:Nef

where the matrix E7,, is defined as E7,, = [( zklk

i plk), s (2 E,k‘k) — @; )] The ensemble-based prediction

and update are recursively repeated. The time update and the

measurement update of the EnKF are summarized as follows.
Time Update:

A() €] €))
! fl( Tk 1|k 17“1@] 1)+”1Jk’

zk\k 1
- (7) _ () () ()
Yikk—1 = hi (wi,k|k—17 ) T
N
150
T o L= N < L klk—1>

1 X
- _ NE)
Yiklk—1 = ﬁz Yiklk—1>
€T 1 A ~ N(3 A
Ei,k\kfl = { lk)\k 1 wz‘,k\kq), ) ($§,k\;2_1 - SUi,k\kA)] )
— A(Ne) y
EZk\k_l = [ Y; k\k 1Y J|k— 1) ~-~7(yi7k\k—1 - yi7k|k71)] )
P pjp1 = ﬁEi,ku@q (Ei,k\kq) :
Measurement Update:
Pmy 1 Ez Ey T
iklk—1 N, —1 i,klk—1 i k|k—1 ’
Y 1 Y Y T
Pi,k\kfl = N, — 1Ei,k|k71 (Ei,k|k71) )
€ -1
Kir= Pl:[;qk 1(P?il,k\k—1) )
@) _ 50) (4)
Tk = Tigpo T Kk (yz k— yi,k\k—l) ,
Ne
b = L NTA0)
Gkl = Ny iklk
€ jil
(1 . . (N, .
Ef,k\k = {(wﬁk)‘k - wi,k|k)a ceey ($E7k‘;2 - wi,k\k)} s
]' xT xT T
Py = ﬁEi,mk (Ez’,k|k)

3) Unscented Kalman Filter: The UKF is a nonlinear filter-
ing technique based on unscented transform, where the first-
order linearization using Jacobian matrices is replaced with
a deterministic sampling method that accurately captures the
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posterior mean and covariance of the distribution using a set of
weighted sample points, namely sigma points.

Referring to the state vector as defined in (12), the set of sigma
points X; r—1x—1 for @; x—1 can be generated as

ik 1lk-15 j=0

. 1/2

Zik-1lk-1 T V7z + A (Pz}k71|k71> )
’ J

Xi,jk—1lk—1 = j=1...,n

. 5 ( pl/2

Lijk-1k—1 — V1a + ik—1lk—1) . )
’ J—ng

J=Ngyy, 2Ny

where &; 11,1 and P; j_);,_ are the mean and covariance
of ; ,—1. The scaling parameter A is selected according to [40].
The sigma points are propagated through the nonlinear func-
tion f;(-, ) to generate X; j xjr—1 = Fi(Xi jk—1/x—1, Ur—1)and
used to compute the a prior: state estimate and covariance as
follows

2n,
T klk—1 = Z Wj(m)Xi,j,Mkfl ; (15)
=0
21,
Piyr1= ZWJ'(C) (X g klb—1 — ®i gjo—1)
=0
R T
(Xij k1 — Tige-1) + Qik » (16)

where the weights Wj(m) and Wj(c) for the jth sigma point
correspond to the mean and covariance, and are defined as

A A
wim = W = 1-a?
0 A+ng 0 A+nm+( a”+ ),
© _ pr(m) _ 1 ,
Wi =w; —1,....2 17
()L“Fn;z;)? j b an-’lf7 ( )

where the parameter § in (17) is used to incorporate the
prior information of the distribution of . For the update step,
the sigma points Xi,j k|k-1 are transformed as i k-1 =
hi(xi,;, E|k—15 uy,). The predicted mean and covariance of y; j
and the cross-covariance between x; ;. and y; ;, are computed as

2N

Yiklk—1 = Z ngm)’n,j,kwq ,
=0

2N

P?,klkfl = ZWJ(C) (Yijklk1 = Yigpp-1) -
=0

R T
(Vi1 — Yigp-1) + Rig

2Ny

Z W_]‘(C) (Xij k-1 — T olo—1) -

Jj=0

Yy
P’L Jk|lk—1

(Yijhip—1— @i,k\k—l)T .

The a posterior: state estimate is evaluated according to (13)
and (14), while the covariance as

Pk =Piyp1 — KixP?, K], . (18)

i,klk—1

The above equations are summarized as time and measurement
updates below.
Time Update:

Xijklk—1 = Fi(Xijh—1ja—1, Uk-1)
2n,

T pk-1 = Z Wj(m)Xi,j,k\kq ;

A A
W(m) — W(C) — 1— 2
S e e A R
1
we —wm — = =1 My
J J 2(A + ng) ) J ) y 4Ny
Yi,gklk—1 = hi(Xi,j,k:\kflvuk) )
2n,
@i,k\k—l = Z Wj(m)%,j,k\k—l )
§=0
2N,
Py = Z Wj(c) (Xij k1 — T o—1) -
§=0

. T
(Xi,j,k“c—l - xi,k\k—l) +Qik -

Measurement Update:

2Ny
P klk 1 ZW (Vigrk-1— yi,kuH) :
. T
('Yi,j,k\kq —Yirk-1) +Rik,
2N,
Ty ~
P; klk—1 Xi,j,klk—1 — xi,k\kfl) :

=2 W
§=0

(X joklb—1 — Qi,k\k—l)T ;

. _ pry Y -1
Kir=P; Jk|k— I(Pi,k|k71) )
Zipe—1 + Kik(Yik — Yigr-1)

T
K;,

L klk =

P,y =P 1 — K1 PY ko1

D. Data-Fusion for SFDIA

When sensor faults occur, faulty measurements affect multiple
local filters and related estimates. The main challenge of an
efficient SFDIA framework is its ability to perform detection,
isolation, and accommodation while considering that the results
from each task affect the remaining tasks.

For fault detection, the state-variance vector (&;, € R™=*1)
and the state residual (r; 1) are employed as anomaly indicators,
where the (th entry of the state-variance vector is

1L, ?
O Nz(zf,zk— (ng,zk)), (19

being x( g‘k the /th entry of state vector estimate, and the residual

;1 Of the ith local filter is defined as

[N

Pige = [(@i g — )" @ipe — Bk | (20)
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TABLE II
PARAMETERS UTILIZED FOR SIMULATIONS

Parameters Values
L 150 km
d 1.4 m
€ 0.016 mm
Ts 5°C
U 2.84 Wm—2K~!

A fault will make the entries of the state-variance vector and
the residuals high, thus facilitating detection. However, the
interaction among the various components of the architecture
coupled with the system’s non-linearity makes the isolation not
trivial. Hence, proper design of local filters and related grouping
of measurements is crucial for isolation capability: for a system
equipped with IV sensors, we consider IV local filters, each
receiving N — 1 sensor measurements as input (each one with
a different sensor excluded).

More specifically, we use the state-variance vector (£j) for
detection, comparing its entries with a predefined threshold
condition, and the residual (r; ;) for isolation, identifying the
one exhibiting the largest value. For example, if the jth sensor
is faulty, then the NV — 1 local filters processing the jth sensor
measurement are affected and the single local filter devoid of the
jth sensor measurement is not. This reflects in the information
mixture which is computed using N — 1 inaccurate estimates
and 1 accurate estimate, resulting in the global state estimate
(& 1) being inaccurate as well, while the residual associated to
the accurate local filter (r; ) being larger than the other residu-
als. The flowchart of the mechanism exploiting data fusion and
the computation of the state-variance vector and the residuals to
perform detection and isolation is illustrated in Fig. 3.

IV. DATA GENERATION

A. Fault-Free Data

The simulated data for a transient flow in the natural-gas
pipeline is generated using a numerical solution of the flow
model discussed in Section II. We choose a high-pressure
natural-gas pipeline with the parameters listed in Table II.
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Fig. 4. Simulated data.

The simulations are done for ¢y € [0, 3600 s] with p(0,t) =
8.4 MPa, T'(0,t) = 303.15 K and ri(L,t) = f(¢). The bound-
ary conditions are selected similar to those in [8]. In the nu-
merical solution of the transient-flow model, the following
spatial and temporal step sizes are considered: As = 7500 m
and At = 10s. Fig. 4 displays the boundary conditions and
related spatial-temporal evolution of the state variables devoid
of additive model noise.

Zero-mean white Gaussian noise (¢;[k]) is added to the gen-
erated ideal (without noise and without faults) value (z;[k]), i.e.
(referring to the kth sample from the jth sensor)

yilk] = x;[k] + g5k, (21)

where y; [k] is the noisy fault-free measurement.

B. Faulty Data

In order to evaluate the SFDIA performance, synthetic fault
signals have been generated and superimposed to the simulated
data from the transient-flow model, thus mimicking sensor mea-
surements in the presence of sensor failures. Faults in sensors
could be of various types with bias, drift, freezing, and ran-
dom faults being among the most popular [12], [13]. Without
compromising generality, we considered bias and drift faults to
represent hard and soft failures, respectively. The mathematical
models for these types of faults are:

Bias fault: A constant level (or bias) b is added for M
consecutive samples to the sensor measurements, i.e.

0<k—-m<M

;K] + 0,
ny [k] = {y else

Yj [k]v

where yjf [k] is the faulty measurement, and m is the starting

time of the fault.
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TABLE III TABLE IV
MEASUREMENT NOISE FOR PRESSURE, TEMPERATURE AND FLOW RATE COMPARISON OF RMSE FOR DIFFERENT FILTERS UNDER NON-FAULTY
CORRESPONDING TO DIFFERENT SNR CASES SCENARIOS
Measurement noise ‘ Pressure ‘ Flow rate ‘ Temperature ‘ SNR Filter Pressure Flow rate | Temperature
High SNR N (0, 0.00005%) | N(0,0.25%) | N(0, 0.15%) (10~3MPa) (kgfs) (K)
Moderate SNR N(0,0.0005%) | A(0,2.5%) | N(0,1.5%), Fusing EnKF |  0.13547 0.7441 0.3500
Low SNR N(0, 0.0012) N (0, 10%) N(0, 6%) Fusing UKF | 0.082194 0.4172 0.2120
Hieh Fusing EKF 1.0727 0.5445 0.1009
. . . . £ EnKF 0.3829 1.2886 0.6622
Drift fault: The actual measurement drifts up (with a maxi- UKF 0.070686 0.1689 0.2329
mum bias level b) within M time instants, i.e. EKF 1.4684 0.7488 0.2009
Fusing EnKF 0.219 1.0672 0.5879
b(k—m+1) g
; yilkl + =5—,0<k-m<M Fusing UKF |  0.12307 0.6463 0.3472
y; [kl = ;K] + 0, M<k-m<M+K , Moderate | Fusing EKF 3.4249 0.8852 0.3427
y;ilkl], else EnKF 0.44852 0.8669 0.3051
. . UKF 0.15820 0.8022 0.4490
where K represents the number of samples during which the EKE 2.6018 0.8695 0.3328
drift fault maintains the saturated bias level b. Additionally, we Fusing EnKF 0.4031 23451 1.4395
stressed the impact of the drift by assuming M > K. Fusing UKF 0.33872 1.9596 1.0892
Low Fusing EKF 0.93483 0.6716 0.1176
V. NUMERICAL RESULTS EnKF 0.43635 1.8683 1.8683
UKF 0.449303 2.6353 1.5484
To illustrate the performance of the proposed technique for the EKF 7.1529 2.0372 11611

transient-flow model, we considered scenarios with and without
sensor faults. For non-faulty scenarios, we only consider noise in
the measurements to evaluate the state estimation performance
of the architecture. The effectiveness of the data-fusion SFDIA
architecture is then validated in faulty scenarios.

A. Non-Faulty Scenarios

We compare the performance of the fusing EKF, fusing EnKF,
and fusing UKF with their corresponding basic counterparts
against the measurement noise. To validate the robustness of
the proposed architecture, we have considered three different
signal-to-noise ratios (SNRs), i.e., low, moderate, and high.
The distribution of the measurement noise for all three cases
is demonstrated in Table III.

For EnKEF, the size of the ensemble [V, is chosen as 40. In case
of UKEF, the scaling parameters « and 3 are set to 1073 and 2,
respectively [40]. The a priori estimate of the error covariance
matrix P; g|g is considered as an identity matrix. The standard
deviation of the process noise is considered 10% lower than
that of the measurement noise. The Q; ;. and R; j matrices are
also diagonal matrices with diagonal entries corresponding to
the process and measurement noise variances, respectively.

For the data-fusion architecture, N = 63 local filters are
considered, where each local filter has 62 sensor measurements.
The estimation performance of different methods is assessed in
terms of spatial and temporal root mean square error (RMSE),
which is averaged over 7 iterations with different random seeds
in each iteration. The evaluation metric RMSE is defined as

T

1 X-X
RMSE = - $° I Ir
T =1 Nst
where || -||p is the Frobenius norm, the true state

matrix X and the estimated state matrix X are de-
fined as X =[x;11,%i202, ..., Tinn,] and X =
[@4,1)1, T3 202, - - - » T4, Ny | N, |- Tespectively. Further, the number

of spatial nodes Ns and the number of time steps Ny are
defined as Ny = L/As and N =ty;/At, respectively, and
7 = 10. The estimation performance in terms of the RMSE
for fusing EnKF, fusing UKF, and fusing EKF along with the
corresponding basic filters is explicitly summarized in Table I'V:
fusing filters have higher estimation accuracy in comparison to
the basic counterparts with the fusing EnKF and fusing UKF
being preferable in overall performance.

B. Faulty Scenarios

The effectiveness of the proposed schemes is investigated in
the presence of various types of sensor faults. More specifically,
we consider weak and strong faults represented by bias and
drift, respectively. To represent weak (resp. strong) faults, the
absolute level b is assumed to be uniformly distributed between
20% and 40% (resp. 60% and 90%) of the data amplitude.
Also, a random sign is considered for the actual level, so that
both positive and negative faults are randomly generated. The
fault lengths (M and K) are also assumed to be uniformly
distributed between 10 and 20 consecutive samples. It should
be noted that choosing a uniform distribution of fault level b and
fault lengths makes it easier to evaluate the performance of the
SFDIA without focusing on a particular fault level or length.
Moreover, to evaluate the robustness of the fusing architecture
against consecutive faults, we choose random faulty sensors
among the available spatial measurements generated by PDEs.
For this scenario, we consider measurement noise corresponding
to the moderate SNR.

Numerical results have been obtained via Monte Carlo simula-
tions with 50 runs using MATLAB software. The probabilities of
detection and false alarm, computed on a sample-by-sample ba-
sis, are selected as metrics to evaluate the detection performance
of the data-fusion SFDIA architecture. More specifically, Fig. 5
shows the receiver operating characteristic (ROC) curves for
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Fig. 5.
(d) weak drift (WD).

each physical quantity (i.e. pressure, flow rate, and temperature)
by varying their respective threshold value defined in (19). The
results demonstrate that the proposed SFDIA architecture can
detect sensor faults effectively even in the case of weak faults.
Again, fusing UKF and fusing EnF are confirmed a better choice
with respect to fusing EKF, mainly due to their capability to
better handle high non-linearity, which are significant in the gas
flow model (especially related to the pressure).

Further, the isolation matrix is chosen as a performance metric
to demonstrate the isolation capability of the proposed SFDIA
architecture. Fig. 6 illustrates the confusion matrices explicitly
for the fusing EnKF, fusing UKF, and fusing EKF to demonstrate
their efficacy in isolating the weak bias faults. The fusing EnKF
demonstrates the capability to accurately predict and isolate all
faulty sensors with only a few false alarms. In contrast, the fusing
UKEF accurately predicts faults related to the pressure and flow
rate sensors while producing a small number of false alarms.
However, it does not provide precise predictions for faults in the
temperature sensors. Additionally, the fusing EKF accurately
predicts faults in the temperature sensors but does not make any
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ROC plots comparing detection performance of fusing filters for different fault types: (a) strong bias (SB), (b) weak bias (WB), (c) strong drift (SD), and

predictions corresponding to the pressure sensor faults. Further,
the performance of the proposed SFDIA is computed in terms of
detection accuracy and RMSE for a fixed threshold. The detec-
tion accuracy of fusing EnKF, fusing UKF, and fusing EKF for
different faults under different SNR scenarios, i.e., low, medium,
and high SNR, is presented in Tables V, VI, and VII, respectively.
It can be distinctly observed from the results that all three
variants exhibit high detection performance under moderate
and high SNR scenarios. Additionally, we compare the RMSE
performance of the fusing architectures with and without FDI
in Fig. 7, considering moderate SNR. The outcomes emphasize
that the fusing architectures with FDI yield lower RMSE values
compared to those without FDI. Meanwhile, the fused EKF
demonstrates notably higher RMSE values, especially evident in
scenarios without FDI. This discrepancy arises from its difficulty
in accurately handling the nonlinear system, leading to signif-
icant deviations when confronted with faulty measurements.
Furthermore, the fusing architectures incorporating FDI exhibit
superior performance compared to their counterparts without

FDIL
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TABLE V
Low SNR SCENARIO: CONTRASTING THE ACCURACY OF THREE FUSING
FILTERS WHEN FOUR DIFFERENT FAULTS, NAMELY STRONG BIAS (SB), WEAK
BiAs (WB), STRONG DRIFT (SD), AND WEAK DRIFT (WD), ARE ADDED TO
THE PRESSURE, FLOW RATE, AND TEMPERATURE SENSORS

TABLE VII
HIGH SNR SCENARIO: CONTRASTING THE ACCURACY OF THREE FUSING
FILTERS WHEN FOUR DIFFERENT FAULTS, NAMELY STRONG BIAS (SB), WEAK
BiAs (WB), STRONG DRIFT (SD), AND WEAK DRIFT (WD), ARE ADDED TO
THE PRESSURE, FLOW RATE, AND TEMPERATURE SENSORS

Fault Filter Bias(%) Drift(%) Fault Filter Bias(%) Drift(%)

Strong { Weak | Strong { Weak Strong { Weak | Strong { Weak
Fusing EnKF | 86.11 86.11 83.33 | 72.22 Fusing EnKF 100 100 86.11 80.56
Pressure Fusing UKF 100 97.22 100 100 Pressure Fusing UKF 100 97.22 100 91.67
Fusing EKF 45.00 | 41.67 | 46.67 | 41.67 Fusing EKF 69.44 | 69.44 | 69.44 | 69.44
Fusing EnKF | 77.78 | 72.22 | 88.89 | 86.11 Fusing EnKF 100 100 94.44 | 88.89
Flow rate Fusing UKF 100 100 86.11 63.89 Flow rate Fusing UKF 100 97.22 | 86.11 66.67
Fusing EKF 88.33 95 91.67 | 83.33 Fusing EKF 100 100 91.67 | 88.89

Fusing EnKF | 86.11 86.11 83.33 | 77.78 Fusing EnKF | 91.67 | 94.44 100 100
Temperature | Fusing UKF 100 100 88.89 | 86.11 Temperature | Fusing UKF 9722 | 9722 | 91.67 | 69.44

Fusing EKF 100 100 83.33 | 76.67 Fusing EKF 100 100 100 77

TABLE VI

MODERATE SNR SCENARIO: CONTRASTING THE ACCURACY OF THREE FUSING
FILTERS WHEN FOUR DIFFERENT FAULTS, NAMELY STRONG BIAS (SB), WEAK
Bias (WB), STRONG DRIFT (SD), AND WEAK DRIFT (WD), ARE ADDED TO
THE PRESSURE, FLOW RATE, AND TEMPERATURE SENSORS

Fault Filter Bias(%) Drift(%)
Strong [ Weak | Strong [ Weak
Fusing EnKF | 89.44 | 88.89 | 87.78 | 87.50
Pressure Fusing UKF 100 100 100 100
Fusing EKF 46.67 | 45.00 | 61.67 | 58.89
Fusing EnKF 88.61 83.89 79.72 | 67.78
Flow rate Fusing UKF 100 100 94.17 | 83.89
Fusing EKF 100 97.78 | 90.28 | 92.22
Fusing EnKF | 91.76 | 88.25 | 81.11 | 62.78
Temperature | Fusing UKF 97.22 97.92 | 9444 | 90.83
Fusing EKF 100 100 97.50 | 93.61

VI. CONCLUSION

This paper investigated a model-based SFDIA architecture
designed for natural gas pipelines undergoing transient flow
conditions. The proposed distributed filtering-based architecture
assists in fault identification by merging data gathered from
multiple sensors. The fusing architecture consists of several
local filters and an information mixer. These local filters operate
concurrently in parallel to estimate state variables, which are
subsequently combined in the information mixer to compute
fault-free state estimates. Three different versions of the fusion
filter, including the fusing UKEF, fusing EKF, and fusing EnKF
were specifically crafted for fault diagnosis. Validation of these
methods using simulated data demonstrates the effectiveness of
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the proposed framework, especially in identifying, isolating, and
handling various sensor faults using diverse local filters.

Future work will focus on exploring fault diagnosis in real-
world, large-scale distributed industrial processes. To enhance
the accuracy of the proposed architecture, an adaptive thresh-
olding scheme for fault detection can be developed, and other
non-linear Bayesian filtering methods such as the particle filter
can be integrated. Moreover, there is potential for investigating
architectures capable of effectively handling scenarios involving
multiple simultaneous sensor faults.

[1]

[2]

[3]

[4]

[9]

[10]

(11]

(12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

Authorized licensed use limited to: Norges Teknisk-Naturvitenskapelige Universitet. Downloaded on March 30,2024 at 17:36:26 UTC from IEEE Xplore. Restrictions apply.

REFERENCES

T. B. Quy and J.-M. Kim, “Real-time leak detection for a gas pipeline
using a k-NN classifier and hybrid AE features,” Sensors, vol. 21, no. 2,
p. 367, 2021.

G. Tabella, N. Paltrinieri, V. Cozzani, and P. S. Rossi, “Wireless sensor
networks for detection and localization of subsea oil leakages,” IEEE
Sensors J., vol. 21, no. 9, pp. 10890-10904, May 2021.

L. Hou, D. Wang, B. Du, X. Qian, and M. Yuan, “Gas concentration
detection via multi-channeled air sampling method,” Sensor Rev., vol. 37,
no. 2, pp. 187-195, 2017.

Q. Tan et al., “A new sensor fault diagnosis method for gas leakage
monitoring based on the naive bayes and probabilistic neural network
classifier,” Measurement, vol. 194, 2022, Art. no. 111037.

C. Verde, “Multi-leak detection and isolation in fluid pipelines,” Control
Eng. Pract., vol. 9, no. 6, pp. 673-682, 2001.

R. Doshmanziari, H. Khaloozadeh, and A. Nikoofard, “Gas pipeline leak-
age detection based on sensor fusion under model-based fault detection
framework,” J. Petroleum Sci. Eng., vol. 184, 2020, Art. no. 106581.

J. Delgado-Aguifiaga, G. Besancon, O. Begovich, and J. Carvajal, “Multi-
leak diagnosis in pipelines based on extended Kalman filter,” Control Eng.
Pract., vol. 49, pp. 139-148, 2016.

F. Uilhoorn, “Comparison of Bayesian estimation methods for model-
ing flow transients in gas pipelines,” J. Natural Gas Sci. Eng., vol. 38,
pp. 159-170, 2017.

M. M. Syed, T. A. Lemma, S. K. Vandrangi, and T. N. Ofei, “Recent devel-
opments in model-based fault detection and diagnostics of gas pipelines
under transient conditions,” J. Natural Gas Sci. Eng., vol. 83, 2020,
Art. no. 103550.

A. Rasheed, O. San, and T. Kvamsdal, “Digital twin: Values, chal-
lenges and enablers from a modeling perspective,” IEEE Access, vol. 8,
pp- 21980-22012, 2020.

Z. Zhang et al., “Optimization monitoring distribution method for gas
pipeline leakage detection in underground spaces,” Tunnelling Under-
ground Space Technol., vol. 104, 2020, Art. no. 103545.

H. Darvishi, D. Ciuonzo, E. R. Eide, and P. S. Rossi, “Sensor-fault
detection, isolation and accommodation for digital twins via modular
data-driven architecture,” IEEE Sensors J., vol. 21, no. 4, pp. 4827-4838,
Feb. 2021.

H. Darvishi, D. Ciuonzo, and P. S. Rossi, “A machine-learning architecture
for sensor fault detection, isolation and accommodation in digital twins,”
IEEE Sensors J., vol. 23, no. 3, pp. 2522-2538, Feb. 2023.

W. Junru, W. Tao, and W. Junzheng, “Hybrid modelling for leak detection
of long-distance gas transport pipeline,” Insight-Non-Destructive Testing
Condition Monit., vol. 55, no. 7, pp. 372-381, 2013.

S.Shao, R. Yan, Y. Lu, P. Wang, and R. X. Gao, “DCNN-based multi-signal
induction motor fault diagnosis,” IEEE Trans. Instrum. Meas., vol. 69,
no. 6, pp. 2658-2669, Jun. 2020.

L. Yan, H. Zhang, X. Dong, Q. Zhou, H. Chen, and C. Tan, “Unscented
Kalman-filter-based simultaneous diagnostic scheme for gas-turbine gas
path and sensor faults,” Meas. Sci. Technol., vol. 32, no. 9, 2021,
Art. no. 095905.

D. Mori, H. Sugiura, and Y. Hattori, “Adaptive sensor fault detection and
isolation using unscented Kalman filter for vehicle positioning,” in Proc.
IEEE Intell. Transp. Syst. Conf., 2019, pp. 1298-1304.

B. Du, Z. Shi, J. Song, H. Wang, and L. Han, “A fault-tolerant data fusion
method of MEMS redundant gyro system based on weighted distributed
Kalman filtering,” Micromachines, p. 278, vol. 10, no. 5, 2019.

Y. Luo, Y. Liu, W. Yang, J. Zhou, and T. Lv, “Distributed filtering algorithm
based on local outlier factor under data integrity attacks,” J. Franklin Inst.,
vol. 360, pp. 9290-9306, 2023.

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

(31]

[32]

[33]

[34]

(35]

[36]

[37]

[38]

[39]

[40]

[41]

275

N. S. Nokhodberiz and J. Poshtan, “Belief consensus—based distributed
particle filters for fault diagnosis of non-linear distributed systems,” Proc.
Inst. Mech. Engineers, Part I: J. Syst. Control Eng., vol. 228, pp. 123-137,
2013.

P.Jin, X. Zhou, C. Wang, J. Huang, W. Zhou, and F. Lu, “A novel distributed
Kalman filtering for health state recognition of aero-engine components
in networked control systems,” Nonlinear Dyn., vol. 111, pp. 2571-2589,
2023.

A. Moradi, N. K. Venkategowda, S. P. Talebi, and S. Werner, “Privacy-
preserving distributed Kalman filtering,” IEEE Trans. Signal Process.,
vol. 70, pp. 3074-3089, 2022.

J. Yang, F. Zhu, X. Wang, and X. Bu, “Robust sliding-mode observer-
based sensor fault estimation, actuator fault detection and isolation for
uncertain nonlinear systems,” Int. J. Control Automat. Syst., vol. 13, no. 5,
pp- 1037-1046, 2015.

J. Wei, G. Dong, and Z. Chen, “Model-based fault diagnosis of lithium-ion
battery using strong tracking extended Kalman filter,” Energy Procedia,
vol. 158, pp. 2500-2505, 2019.

W. El Sayed, M. Abd El Geliel, and A. Lotfy, “Fault diagnosis of PMSG
stator inter-turn fault using extended Kalman filter and unscented Kalman
filter,” Energies, vol. 13, no. 11, p. 2972, 2020.

S. D. Gupta, “A comparative study of the particle filter and the ensemble
kalman filter,” Master’s thesis, Univ. Waterloo, Waterloo, ON, Canada,
2009.

L. Yan, Y. Zhang, B. Xiao, Y. Xia, and M. Fu, “Fault detection for
nonlinear systems with unreliable measurements based on hierarchy cu-
bature Kalman filter,” Can. J. Chem. Eng., vol. 96, no. 2, pp. 497-506,
2018.

S. P. Talebi and S. Werner, “Distributed Kalman filtering and control
through embedded average consensus information fusion,” IEEE Trans.
Autom. Control, vol. 64, no. 10, pp. 4396—4403, Oct. 2019.

A. Okatan, C. Hajiyev, and U. Hajiyeva, “Fault detection in sensor infor-
mation fusion Kalman filter,” AEU- Int. J. Electron. Commun., vol. 63,
no. 9, pp. 762-768, 2009.

M. Carminati, G. Ferrari, R. Grassetti, and M. Sampietro, “Real-time
data fusion and MEMS sensors fault detection in an aircraft emergency
attitude unit based on Kalman filtering,” IEEE Sensors J., vol. 12, no. 10,
pp- 2984-2992, Oct. 2012.

K. Bader, B. Lussier, and W. Schon, “A fault tolerant architecture for data
fusion: A real application of Kalman filters for mobile robot localization,”
Robot. Auton. Syst., vol. 88, pp. 11-23, 2017.

H. Hamadi, B. Lussier, I. Fantoni, and C. Francis, “Data fusion fault
tolerant strategy for a quadrotor UAV under sensors and software faults,”
ISA Trans., vol. 129, pp. 520-539, 2022.

M. Saied, A. R. Tabikh, C. Francis, H. Hamadi, and B. Lussier, “An
informational approach for fault tolerant data fusion applied to a UAV’s
attitude, altitude, and position estimation,” IEEE Sensors J., vol. 21, no. 24,
pp. 27766-27778, Dec. 2021.

K. Salahshoor, M. Mosallaei, and M. Bayat, “Centralized and decen-
tralized process and sensor fault monitoring using data fusion based on
adaptive extended Kalman filter algorithm,” Measurement, vol. 41, no. 10,
pp. 1059-1076, 2008.

D.-J. Xin, L.-F. Shi, and X. Yu, “Distributed Kalman filter with
faulty/reliable sensors based on Wasserstein average consensus,” [EEE
Trans. Circuits Syst. 1I: Exp. Briefs, vol. 69, no. 4, pp.2371-2375,
Apr. 2022.

A. Alanwar, H. Said, and M. Althoff, “Distributed secure state estimation
using diffusion Kalman filters and reachability analysis,” in Proc. IEEE
58th Conf. Decis. Control, 2019, pp. 4133-4139.

Z. Ju, H. Zhang, and Y. Tan, “Distributed deception attack detection in
platoon-based connected vehicle systems,” IEEE Trans. Veh. Technol.,
vol. 69, no. 5, pp. 4609-4620, May 2020.

K. Geng and N. Chulin, “Applications of multi-height sensors data fusion
and fault-tolerant Kalman filter in integrated navigation system of UAV,”
Procedia Comput. Sci., vol. 103, pp. 231-238, 2017.

F.Lu, Y. Wang, J. Huang, Y. Huang, and X. Qiu, “Fusing unscented Kalman
filter for performance monitoring and fault accommodation in gas turbine,”
Proc. Inst. Mech. Engineers, Part G: J. Aerosp. Eng., vol. 232, no. 3,
pp. 556-570, 2018.

A. Vafamand, B. Moshiri, and N. Vafamand, “Fusing unscented Kalman
filter to detect and isolate sensor faults in DC microgrids with CPLs,” [EEE
Trans. Instrum. Meas., vol. 71, 2022, Art. no. 3503608.

C. Pérez-Zuniga, E. Chanthery, L. Travé-Massuyes, J. Sotomayor, and
C. Artigues, “Decentralized diagnosis via structural analysis and integer
programming,” IFAC-PapersOnlLine, vol. 51, no. 24, pp. 168-175, 2018.



276 IEEE TRANSACTIONS ON SIGNAL AND INFORMATION PROCESSING OVER NETWORKS, VOL. 10, 2024

[42] C. Verde and L. Torres, Modeling and Monitoring of Pipelines and Net-
works. Berlin, Germany: Springer, 2017.

[43] C. Pérez-Zuiiga, J. Sotomayor-Moriano, E. Chanthery, L. Travé-
Massuyes, and M. Soto, “Flotation process fault diagnosis via structural
analysis,” IFAC-PapersOnlLine, vol. 52, no. 14, pp. 225-230, 2019.

[44] C. Pérez-Zuiiiga, E. Chanthery, L. Travé-Massuyes, and J. Sotomayor,
“Fault-driven structural diagnosis approach in a distributed context,” I[FAC-
PapersOnlLine, vol. 50, no. 1, pp. 1425414259, 2017.

[45] E. Noursadeghi and I. A. Raptis, “Reduced-order distributed fault diag-

nosis for large-scale nonlinear stochastic systems,” J. Dyn. Syst. Meas.

Control, vol. 140, no. 5, 2018, Art. no. 051009.

Y. Feng, Y. Wang, B.-C. Wang, and H.-X. Li, “Spatial decomposition-based

fault detection framework for parabolic-distributed parameter processes,”

IEEE Trans. Cybern., vol. 52, no. 8, pp. 7319-7327, Aug. 2022.

[47] M. W. Zemansky and K. Menger, “Heat and thermodynamics,” Amer. J.
Phys., vol. 20, no. 4, p. 248, 1952.

[48] A. Thorley and C. Tiley, “Unsteady and transient flow of compressible
fluids in pipelines—A review of theoretical and some experimental studies,”
Int. J. Heat Fluid Flow, vol. 8, no. 1, pp. 315, 1987.

[49] C. F. Colebrook et al., “Correspondence. turbulent flow in pipes, with
particular reference to the transition region between the smooth and rough
pipe laws. (includes plates),” J. Inst. Civil Engineers, vol. 12, no. 8,
pp. 393—422, 1939.

[50] E. W. Lemmon and R. T. Jacobsen, “Viscosity and thermal conductivity
equations for nitrogen, oxygen, argon, and air,” Int. J. Thermophysics,
vol. 25, pp. 21-69, 2004.

[51] W. E. Schiesser, The Numerical Method of Lines: Integration of Partial
Differential Equations. Amsterdam, The Netherlands: Elsevier, 2012.

[52] R. Courant, “Uber die partiellen differenzengleichungen der mathematis-

chen physik,” Mathematische Annalen, vol. 100, no. 1, pp. 32-74, 1928.

Y. Bar-Shalom and L. Campo, “The effect of the common process noise

on the two-sensor fused-track covariance,” IEEE Trans. Aerosp. Electron.

Syst., vol. AES-22, no. 6, pp. 803—805, Nov. 1986.

[46]

[53]

Khadija Shaheen (Member, IEEE) received the
M.Sc. degree in electrical engineering with special-
ization in digital systems and signal processing from
the School of Electrical Engineering and Computer
Science, National University of Sciences and Tech-
nology, Islamabad, Pakistan. She is currently working
toward the Ph.D. degree in electronics with the De-
partment Electronic Systems, Norwegian University
of Science and Technology, Trondheim, Norway. Her
research interests include sensor validation, machine
learning, and digital signal processing.

Apoorva Chawla (Member, IEEE) received the
B.Tech. degree in electronics and communication en-
gineering from the Gautam Buddh Technical Univer-
sity, Greater Noida, India, in 2012, and the M.Tech.
- Ph.D. dual degree in electrical engineering from
the Indian Institute of Technology, Kanpur, India,
in 2022. She is currently a Postdoctoral Researcher
with the Department of Electronic Systems, Norwe-
gian University of Science and Technology, Trond-
heim, Norway. Her research interests include sensor
validation, Internet of Things, distributed detection,
wireless communication, and signal processing. She was recipient of the TCS
Research Fellowship for pursuing graduate studies with the Indian Institute of
Technology, Kanpur, India. In 2019, she was selected as one of the finalists for
the Qualcomm Innovation Fellowship by Qualcomm, India.

Ferdinand Evert Uilhoorn received the Ph.D. (cum
laude) and D.Sc. degrees in gas engineering from the
Warsaw University of Technology, Warsaw, Poland,
in 2007 and 2017, respectively. He completed studies
in the fields of mechanical and systems engineering

M

,k % Vi ,’ with the Polytechnic Groningen and Delft University
L of Technology, Delft, The Netherlands, respectively.
Semam— He is currently an Associate Professor with the Gas

@ Engineering Group, Warsaw University of Technol-
\ o / ogy. His research interests include single- and multi-

phase flow modeling, numerical methods, and data
assimilation, with a focus on pipeline systems.

Pierluigi Salvo Rossi (Senior Member, IEEE) (Mem-
ber, IEEE) was born in Naples, Italy, in 1977. He
received the Dr.Eng. degree (summa cum laude) in
telecommunications engineering and the Ph.D. de-
gree in computer engineering from the University
of Naples “Federico II”, Naples, Italy, in 2002 and
2005, respectively. He is currently a Full Professor
and the Deputy Head with the Department Electronic
Systems, Norwegian University of Science and Tech-
nology (NTNU), Trondheim, Norway. He is also a
part-time Research Scientist with the Department Gas
Technology, SINTEF Energy Research, Norway. He was with the University
of Naples “Federico II”, Naples, Italy, with the Second University of Naples,
Naples, Italy, with NTNU, Norway, and with Kongsberg Digital AS, Norway.
He held visiting appointments with Drexel University, Philadelphia, PA, USA,
Lund University, Lund, Sweden, NTNU, Norway, and Uppsala University,
Uppsala, Sweden. His research interests include communication theory, data
fusion, machine learning, and signal processing. Prof. Salvo Rossi was awarded
as an Exemplary Senior Editor of the IEEE COMMUNICATIONS LETTERS in
2018. He is (or has been) in the Editorial Board of the IEEE OPEN JOUR-
NAL OF THE COMMUNICATIONS SOCIETY, IEEE TRANSACTIONS ON SIGNAL
AND INFORMATION PROCESSING OVER NETWORKS, IEEE SENSORS JOURNAL,
IEEE COMMUNICATIONS LETTERS, and IEEE TRANSACTIONS ON WIRELESS
COMMUNICATIONS.

Authorized licensed use limited to: Norges Teknisk-Naturvitenskapelige Universitet. Downloaded on March 30,2024 at 17:36:26 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


